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Summary
1. We propose REAP, a realistic and large-scale benchmark 

for adversarial patches.
2. Realistic: comes with annotated 3D geometric and 

brightness-contrast transformations.
3. Large-scale: 14K samples over 10K images of driving scenes 

from Mapillary Vistas dataset.
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• Adversarial training seems 
very effective at stopping 
universal attacks.

• But it seems to also overfit to 
the attack, but no evidence 
of gradient obfuscation.

Naïve synthetic benchmark overestimates 
attack success rate of the patches for all 
classes of the signs and for all patch sizes.

Lighting transform is important 
to achieve a faithful benchmark.
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